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REST API cannot retrieve some time entries by ID although shown in full listing
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Setup: There is one user, which we will call "userl." Also there is "admin." There are projects A and B. User1 has the "developer" role
on project A and both the "developer" and "manager" roles on project B. Admin is not assigned any roles on either project. Role
permissions have not been changed from the defaults. The system contains 4 time entries, 2 created by userl and 2 created by
admin.

With admin's login (using HTTP basic auth) | can retrieve the full time entry list as well as the individual time entries by ID.

Here's the strange part: Using userl's login | can get the full time entry list but only retrieve 1 time entry by its ID number. As
userl, calling "/time_entries.xml" returns all 4 time entries. However, loading each time entry individually by ID (e.g., via
"time_entries/1.xml"), | can only get 1 of them, which was one created by admin for an issue residing in project B. The other 3 time
entries, which reside in project A, return HTTP 403 Forbidden with an empty body, even though | can view the contents of these
entries in the full list. Additionally userl can see all 4 time entries through the normal web Ul.

For the above tests | used HTTP basic auth however | have also tried using the REST API key of each user respectively by
appending ?key=X to the URL. | did not try all the scenarios with the key URL parameter authentication form but the ones | did try
were consistent with the basic auth results. Also | tried using .json--again | did not test all the combinations but the results seem to
be the same as the .xml results.

I have a log entry like this for each attempt:

Startedd GETO "/redmine/time_entries/3.xml"0 for(d 192.168.1.690 at[] 2013-02-240 22:53:52[1 -0600
Processingd by TimelogController#show as] XML

O O Parameters:0 {"id"=>"3"}

O O CurrentO user:O chad (id=3)

FilterO chain haltedd as[] :find_time_entry[ renderedd or( redirected

Completedd 4030 ForbiddenO in0 34ms[] (ActiveRecord:[0 25.6ms)

Redmine version is 2.2.3.stable. No plugins. Pretty much a vanilla setup. Using Apache HTTP Server and Passenger. MySQL is
5.5.29.

root@vb-ubuntu:/usr/local/share/redmine/log#0 RAILS_ENV=production rake[] about
(inO /usr/local/share/redmine-2.2.3)

About your application's] environment

RubyOversionD0 OO OO00O0O0O0DODOOO1.9.30 (x86_64-linux)
RubyGemsO version0 00 O00OO0O0O0O1.8.223
RackOversionD OO0 O0O0O0O0ODOO0OOOOOL14

RailsOversionD0 00000000 O0O0O0OO3.2.12

Activeld Recordd versionO 0 0 0O 0O 3.2.12

Actiond PackO versionD0 0 000003212

Activeld Resourcel versionJ 0 0 3.2.12

Actiond MailerO versionO 0 0 0 0 3.2.12
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Actived SupportO versiond 0 0 O 3.2.12

MiddlewareD 00000000 00O OO OO Rack::Cache,0 ActionDispatch::Static,0J Rack::Lock,0 #,00 Rack::Runtime,J Rack::Metho
Requestld,[] Rails::Rack:Logger,[0 ActionDispatch::ShowExceptions,[] ActionDispatch::DebugExceptions,[0 ActionDispatch::Remotelp,[]
nDispatch::Callbacks,[] ActiveRecord::ConnectionAdapters::ConnectionManagement,[] ActiveRecord::QueryCache,[ ActionDispatch::Cq
ies,0 ActionDispatch::Session::CookieStore,d ActionDispatch::Flash,d ActionDispatch::ParamsParser,[] ActionDispatch::Head,d Rack::C
onalGet, [0 Rack:ETag,0 ActionDispatch::BestStandardsSupport,[J OpenldAuthentication

Applicationd rootd O 0 0O O 0O O O O O /usr/local/share/redmine-2.2.3

EnvironmentD 000000000000 OO O production

Database[l adapterd O O 0 O 0 0O OO O mysqgl2

Database] schemall version 0 [0 20121026003537

From the Information section of the Administration area in the web Ul:

Environment:

O0ORedminedversionD 0000000000000 O00OD0ODOOO0OOOOODO?2.2.3.stable
O0ORubyOversionD OO OO0OO0OO000O0O0O00O0DOOO0DOOOOODOOOODODOD1.9.30(x86_64-linux)
O0RailsOversionD0 00 0000000000000 0O0DOOO0ODOOOOOOO3.212
OOEnvironmentD0 00 0000000000000 0OO0O0O0DOOOODODOOOODO production

O 0DatabaseOadapter0 00000000000 0OOODOODOOOOODOODOMysql2

Redminel plugins:

O O noO plugind installed

The server is on Ubuntu 12.10. API tested using Firefox 19.0 and IE 9.0 on a separate Windows machine as well as with Firefox
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19.0 locally on the server.
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